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Is Your Data Safe in an laaS Public Cloud? Mitigating Shared Responsibility Using laaS Data Protection

INTRODUCTION

Can your business afford the revenue and productivity loss associated with technology outages! In a
hypercompetitive market, few businesses can. Many IT professionals expect to address the problem of business
downtime simply by moving workloads to the cloud; they assume their cloud provider replicates customer data
within their cloud centers as a matter of course. But in truth, your cloud provider has limited ability to protect
your data. Most cloud providers assume responsibility only for the underlying infrastructure. Such backup

procedures aren’t designed as an adequate means to protect your data in the event of an outage or disaster.

Instead, cloud service providers and IT professionals subscribe to the “shared responsibility” model for data
protection. With shared responsibility, the cloud service provider is responsible for maintaining infrastructure,
and the enterprise is responsible for protecting its cloud-based data from productivity-impacting challenges,

including human error, retention policy misconfigurations, and cyber security threats.

This white paper discusses the need for data protection in laaS public cloud environments, including common
shared responsibility models employed by many cloud providers, and why relying on your cloud provider is not
enough. We discuss how shared responsibility impacts both disaster recovery and security; as well as steps that

businesses can take to protect their data in a public cloud environment.

WHY A SOLID DATA PROTECTION STRATEGY IS CRITICAL TO
BUSINESS OPERATIONS

For businesses like yours, protecting data is not only key to business continuity, but also to maintaining

competitiveness, complying with regulations, and managing your brand reputation.

Businesses surveyed in the Frost & Sullivan 2018 Cloud User Survey cite such concerns among their top

priorities when moving to a cloud environment:

®  61% cite security or unauthorized access to their data as a top concern.

61% cite challenges with backup and recovery of cloud workloads.
= 54% are concerned with ensuring compliance with appropriate industry regulations.

Many businesses move workloads to the cloud with an expectation that the cloud will enhance workload
availability. Specifically:

= 70% of IT decision-makers rate “high availability SLAs” as a top selection criterion for a cloud service

provider.

= 67% stated that they believe a move to the cloud will help improve business continuity and disaster

recovery capabilities.
= 64% believe a move to the cloud will help them deliver applications and services faster.

Unfortunately, the high expectations regarding the cloud service provider’s role in data protection are often
misplaced. Many organizations incorrectly assume that their cloud provider will restore cloud-based applications
or data in the event of an outage.
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In fact, although most providers replicate their environments and employ secondary locations that act as disaster
recovery sites, their only responsibility is to restore the instances contained in your account, not the data housed
on them. Businesses still have responsibility to back up and provide continuity and security/compliance measures
for their applications and data. Unless they do so, businesses are vulnerable to human error, security threats, and
technical mishaps that can cause outages and corrupt data.

UNDERSTANDING BUSINESS RESPONSIBILITY FOR DATA
PROTECTION IN THE CLOUD

While the cloud holds the promise of significant business benefits, the business itself must still take direct action
to protect its critical data and enable business continuity in the event of an outage or disaster. Therefore, it’s

important for IT leaders to understand their role in infrastructure and workload protection.

Shared Responsibility in the Public Cloud: What Is It?

Most, if not all, major cloud providers have a Shared Responsibility Model as part of their Terms & Conditions.
Shared responsibility clauses outline which parts of the cloud environment the provider is responsible for

protecting and which parts the business customer is responsible for protecting.
Provider Responsibility

Most providers’ shared responsibility language states that the provider is responsible for its own hardware that
comprises its global infrastructure, and any software that defines infrastructure as compute, storage, networking,

or database resources. For example:

= AWS states that it “is responsible for protecting the infrastructure that runs all of the services offered in
the AWS Cloud. This infrastructure is composed of the hardware, software, networking, and facilities
that run AWS Cloud services.”'

= For customers using Azure laaS services, Microsoft takes responsibility for the physical security of the

infrastructure, and partial responsibility for the host infrastructure and the network controls.’

In general, providers take responsibility for security and backup of the infrastructure itself. Specific platforms,
applications, workloads or services that the subscriber loads onto their instances are not the responsibility of the
provider.

Business Subscriber’s Responsibility

Businesses are responsible for their own data and server-side encryption; network traffic security (encryption of
data, data integrity); OS, network and firewall configurations; platforms, applications, and identity and access
management; as well as the backup and security of their customers’ data. Shared responsibility models have
impacts on disaster recovery and security strategies.

Business Continuity/Disaster Recovery

Shared responsibility applies to backup and recovery of cloud-hosted data. In the event of an outage, under most

shared responsibility models, cloud providers only need to restore a customer’s instances—meaning, the size and

' AWS Shared Responsibility Model

2 Microsoft Cloud Computing Shared Responsibility
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configuration of infrastructure that they subscribed to. The provider is not responsible for the applications and
data stored within those instances. In the event of an outage, if your cloud workloads are not backed up
appropriately, you may experience business-impacting downtime. To prevent this, you must back up those
workloads by replicating and saving them in a secondary environment. This requires the enterprise to actively

initiate a data protection plan that is secure, compliant, and easy to restore in the event of an outage.

Application and Data Security in the Cloud
Based on the terms of shared responsibility, cloud providers do not have the obligation to manage security

settings for customers, beyond securing the actual infrastructure (hardware) on which the cloud environment is
hosted.

Some businesses feel that security in the cloud is a “once and done” proposition: once they configure security

policies for their public cloud instances, nothing further is required.

This is not an entirely correct assumption. Your IT team must still monitor security of your businesses’
workloads on an ongoing basis for security threats or breaches; and handle any potential issues, whether on a

proactive or reactive basis.

So what is the best way to proactively manage backups and security policies in the cloud?

INFRASTRUCTURE-AS-A-SERVICE (IAAS) DATA PROTECTION

For many businesses, laaS data protection solutions offer the ability to protect your data that’s already in the

cloud, and address your shared responsibility with your cloud service provider.

What does an laaS Data Protection Platform do?

laaS data protection services automate and orchestrate the process of making viable backups of your public cloud
-based data, minimizing manual effort from your IT team. A sophisticated software platform enables the IT
department to schedule and set policies around what workloads or infrastructure resources get backed up, how
often they need to be backed up, and how many copies of the backup should be retained. It also allows the
business to define where backups will be stored, in terms of region, in order to ensure that they are compliant

with data sovereignty regulations.

Such services may offer very granular backup and recovery capabilities, enabling the business to recover any part

of infrastructure, from a single file or instance, to a full volume or a complete site.

The best data protection platforms offer a graphical, easy-to-understand and administer interface. This allows you
to quickly and easily set backup policies for your cloud-based workloads, without a specialist on your team who

is dedicated solely to backup and recovery.

What are the benefits of laaS Data Protection Services?
With the right laaS data protection service, businesses can:

* Increase application availability — You can configure your applications so a cloud outage does not
result in downtime. Just restore to a new cloud region using the backup created by your laaS data

protection service, with just a few mouse clicks.
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* Flexible backup and recovery — An laaS data protection service allows you to choose, with just a
few mouse clicks, the right protection levels for each application, workload, database, or cloud instance,

based on your business needs.

= Improved security — Ensure consistent security profiles across your IT environments, including those

in the public cloud.

= Manage costs — By choosing the right levels of protection for each specific workload, you can better

allocate and manage costs for backup and recovery.

= Reduce your management burden — By reducing the staff needed to manually facilitate backup and
recovery of your cloud workloads, you can reduce your internal IT management burden and enable your

own staff to focus on innovative, business-supporting activities.

CHOOSING THE RIGHT TAAS DATA PROTECTION SOLUTION

When evaluating laaS data protection services, what should you look for in a provider? Below are some specifics

to help guide your choice:

= Support for all major public cloud providers — Your chosen laaS data protection provider should
support all major public cloud providers. Should you choose to migrate a workload from one provider
to another, you will want a provider whose protection extends from the provider you use today, to any

you may use in the future.

= A range of restoration target environments — Look for a provider that can restore your cloud-
based workloads to whatever infrastructure you have up and available to accept the workload, whether
public cloud, private cloud, or on your business premises.

= Replication capabilities for multiple cloud instance types — You'll want a provider that can

replicate data regardless of whether it is compute or storage data.

= Easy-to-configure backup and security through a graphical user interface — Your chosen
provider should offer an easy, intuitive online interface, which includes the ability to set backup &

recovery and security policies, as well as encrypt backups.

= Strong relationships with public cloud providers — Look for an laaS data protection provider that
has strong relationships with the cloud providers whose environments it supports. Tight linkages
between cloud and service providers often enable the service providers to request needed
customizations of the environment, or to beta test new features relevant to their service before they

are available to the general market.
Also consider your chosen provider’s ability to:

* Facilitate the backup and recovery of other types of environments—premises-based, hosted, or

private clouds; as well as the ability to replicate storage data.

= Offer a strong partner ecosystem of complimentary services that will interoperate well with its

service.
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As a whole, your laa$S data protection provider should offer comprehensive services that can protect your public
cloud workloads—both where they reside today, and where they may reside in the future. To ensure consistency
and minimize the maintenance burden on your organization, seek a provider that can not only protect your laaS
workloads, but other types of workloads as well. By choosing a provider with a robust suite of services that can
protect your complete IT environment, you gain comprehensive IT protection in a single service that will protect

your company data and meet your business goals.

THE LAST WORD

Businesses like yours move workloads to the cloud for a variety of benefits, chief among them being easy
scalability and savings. But these benefits will not be realized if your data becomes corrupted or workloads

become inaccessible because of infrastructure outages, security breaches, or disasters.

Savvy IT leaders have found laaS data protection solutions to be the best solution to enable easy backup, storage
and restoration of cloud-based workloads. laaS data protection automates and orchestrates the process of
making viable backups of your public cloud-based data, without the manual effort from your IT team—allowing
you the freedom to “set and forget,” while the software handles each aspect of the backup process. This enables
your team to truly focus on higher value innovation, while ensuring that your workloads will remain secure and
available in the event of any type of outage situation.

Not all laaS data protection is the same, however. Look for a provider that goes beyond laa$ protection, allowing
your business to protect any sort of workload—whether cloud-based, hosted, or on the premises—using its
solution. The result will be a comprehensive data protection plan that secures your IT environment, and enables

it to be restored in minutes, should the need arise.

Karyn Price

Senior Analyst & Associate Fellow — Cloud Computing
Frost & Sullivan

karyn.price@frost.com

© 2018 Frost & Sullivan. All Rights Reserved.




Silicon Valley

3211 Scott Blvd

Santa Clara CA, 95054
Tel: 650.475.4500

Fax: 650.475.1571

San Antonio

7550 West Interstate |0, Suite 400
San Antonio, Texas 78229-5616
Tel 210.348.1000

Fax 210.348.1003

877.GoFrost * myfrost@frost.com

http://www.frost.com

London

4, Grosvenor Gardens,
London SWIW ODH,UK
Tel 44(0)20 7730 3438
Fax 44(0)20 7730 3343

ABOUT FROST & SULLIVAN

Frost & Sullivan, the Growth Partnership Company, works in collaboration with clients to leverage visionary

innovation that addresses the global challenges and related growth opportunities that will make or break today’s

market participants. For more than 50 years, we have been developing growth strategies for the Global 1000,

emerging businesses, the public sector and the investment community. Is your organization prepared for the next

profound wave of industry convergence, disruptive technologies, increasing competitive intensity, Mega Trends,

breakthrough best practices, changing customer dynamics and emerging economies? Contact Us: Start the

Discussion

For information regarding permission, write:

Frost & Sullivan
321 Scott Blvd
Santa Clara CA 95054

Auckland
Bahrain
Bangkok
Beijing
Bengaluru

Buenos Aires

Cape Town

Chennai
Colombo
Delhi / NCR

Detroit

Dubai

Frankfurt

Iskander Malaysia/Johor Bahru
Istanbul

Jakarta

Kolkata

Kuala Lumpur

London

Manhattan

Miami

Milan

Moscow
Mumbai

Oxford

Paris

Rockville Centre
San Antonio

Sao Paulo
Sarasota

Seoul

Shanghai

Shenzhen

Silicon Valley
Singapore
Sophia Antipolis
Sydney

Taipei

Tel Aviv

Tokyo

Toronto
Warsaw

Woashington, DC



http://www.frost.com/prod/servlet/register-form.pag?refpage=http%3A/www.frost.com/prod/servlet/frost-home.pag&SRC=Contact�
http://www.frost.com/prod/servlet/register-form.pag?refpage=http%3A/www.frost.com/prod/servlet/frost-home.pag&SRC=Contact�
http://www.frost.com/prod/servlet/register-form.pag?refpage=http%3A/www.frost.com/prod/servlet/frost-home.pag&SRC=Contact�
http://www.frost.com/prod/servlet/register-form.pag?refpage=http%3A/www.frost.com/prod/servlet/frost-home.pag&SRC=Contact�

	Introduction

	Why a Solid Data Protection Strategy is Critical to Business Operations

	Understanding Business Responsibility for Data Protection in the Cloud

	Shared Responsibility in the Public Cloud: What Is It?

	Provider Responsibility

	Business Subscriber’s Responsibility

	Infrastructure-as-a-Service (IaaS) Data Protection

	What does an IaaS Data Protection Platform do? 

	What are the benefits of IaaS Data Protection Services?

	Choosing the Right IaaS Data Protection Solution

	The Last Word 



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



