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Demographics Results Summary

Q1 Do you feel your organization’s network is at
USA 19.6% risk from cyberattacks and/or breaches?

United Kingdom 15.2%
YeS, Very CONCEINEA ....coovceeeeeeeeeeeeteeeseeee e eaeae s 42.2%

Australia 11.7%

i i o,
What Country Do Yes, there is at least some risK....cccovveveecccceccceeese 38.1%

You Work In?
(Drop Down List
of Target Countries)

No, our network is secured
against attacks and breaches........oveeeevcececeeeeeeene 15.0%

Sweden 11.1%

Benelux 12.4%
No, our network is not a target for attacks or breaches.4.6%

Germany 15.4%
France 14.6%

Q2 Do you feel this risk largely originates on the
outside or on the inside of your organization?

5000+ 33.1% MOStlY QUESIAE ... 55.5%
MOSEIY INSIAG ..o e 16.6%
How Many About equal - inside and oUtSIde......cceveveeceeececeee 27.9%

1000-4999 35.2% Employees Does Your

Organisation Have?

Q3 Do you use Internet of Things in your organization?
Less Than 1000 31.7%

Yes, and our device population has been increasing.....56.9%
Yes, but 10T use is limited/very limited.......cccoovvvrveeerrennnee 26.9%
No, but we are considering

Retail, Restaurants,
and Hospitality 8.3%

introducing 10T in the next 12 months......ccccocveveccccice, 8.7%

Technology 30.7% No, we don’t use loT and

are not considering an introduction.........ccccccceveieviiivicsieie, 7.6%

Professional Services 6.5%

What Is Your
Other (Media, Transport, Company’s Industry?

and Logistics) 9.4%

Education 5.0%

Q4 If you use 10T, do you take measures to secure them?

Yes, we use the pre-set passwords they come with ...... 48.7%

Manufacturing and
Construction 14.3%

Finance Services 12.2%

Yes, we take incremental/specific
measures to secure them

Healthcare and Life Sciences 5.9% Government and Non-Profit 7.6%

IT100%

Q5 If you use 10T, are you aware of attempts to hack them?

Yes, there have been attempts to hack our loT ............... 45.6%
What Is Your
Job Title? Yes, our loT have been targeted

and have been successfully hacked ..o 25.0%
Unable to Classify 0%
e O <o Not aware of any, but can’t say for

Not T 0% sure they have not been hacked.......oceeeeeecevieiecisce e, 9.1%

No, our IoT have never been the
target of hack attempPts.....cccecvececceeeeeee 20.4%
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Q6 Are you totally confident that you have visibility
into all the devices on your network?

Q7 Do you onboard and secure guest, BYOD and
corporate devices differently, and how?

Yes, different approach for each of the three groups......33%
No, same approach for all three groups.....cccoeevevevcvinenee 12%

Yes, we use one approach for corporate devices,

and a different approach for guest and/or BYOD.............. 23%
We use 802.1X authentication for corporate devices........ 13%
We use pre-shared keys (PSK) for guest devices................ 1%
We use pre-shared keys (PSK) for BYOD......ccooveeeveveveinnens 9%

Q8 Do you secure your wired devices and/or
Ethernet ports?

Q9 Do you currently use 802.1X authentication?

Yes, for wired and wireless deviCes ..., 58.3%
Yes, only for wired deViCes........coeveeevceececeeeeeeeeeeeeeas 19.7%
Yes, only for wireless deviCes......onivsceececeeieieienns 10.6%
IN O -ttt ettt ent e 11.5%

Q10 What are/were your biggest pain points when
implementing 802.1X authentication?

Deploying CertifiCates. .. 31.3%
Deploying Device Profiles.......eeeveeeveceiceeeeeeeeenenns 30.3%
Troubleshooting Client Connectivity .....cceeeeeiieciieiinnns 25.8%
NOT SUFE o 5.1%
N/A -- our 802.1X deployment was straightforward........ 6.7%
ONEI s 0.8%

Q11 Which of these security solutions do you currently
have deployed?

FIrEWAIL ..o 75.9%
Mobile Device Management/Enterprise

Mobility Management (MDM/EMM) ...c.oeveevoeosereseresens 51.4%
Other endpoint security/management solution ............... 35.1%
Intrusion Detection/Prevention (IDS/IPS).....ccccvveeeeennen. 45.6%
|dentity and Access Management (IAM).....ccccooveeevevenenene. 47.7%
Unified Threat Management (UTM)....ccoevevveeveevesseenne. 28.9%

Security Information and Event Management (SIEM)..34.3%
(@ 14 o 1= OO 2.2%

Q12 Have you implemented a Network Access Control
(NAC) solution, or are you considering implementing one?

No, and not considering NAC .......coccveieveeeeeeeeeeeee e, 5.6%
Yes, successfully implemented

NAC or currently implementing.....ccccccoevvvvieceececeenn 54.0%
No, but currently considering NAC ........cccccoevvevcececverennne. 13.9%
Yes, but with partial SUCCESS.....ccecevveeecceeeceeee e 26.5%

Q13 What were/are your top 3 drivers for adopting a
NAC solution?

Security for growing device

population, including 10T and BYOD .....ccccoeevvvccvcrcienenne 52.7%
Efficient and secure onboarding

of corporate, guest and BYOD devices.......cooveereevevennnee. 43.8%
Want to automate certain security tasks.....ccccoceeevevennee. 35.6%
Comprehensive authentication, including 802.1X ........... 31.4%

Control access to the network
(block, quarantine, redirect, remediate).....cccccceeeverevernee. 321%

Use NAC to orchestrate other security

tools (e.g. firewalls, MDM/EMM, IDS/IPS) ...occcveereerieennn. 18.6%
GUESt MANATEMENT ... 9.8%
Other (please SPECITY) e 0.2%

WWW.EXTREMENETWORKS.COM



Q14 If you have not implemented a NAC solution, what
concerns are holding you back?

Would not provide enough additional functionality
beyond our other security solutions (e.g. firewalls,

IAM, MDM/EMM, SIEM, UTM). oo 11.1%
Deployment COMPIEXItY ..o 5.6%
Too costly to deploy and/or maintain .........ceeeveeeveeenneene. 5.6%
Lack of qualified networking or security personnel......... 5.6%
Need for outside consulting Services......ccvvvveeveesennas 2.8%
Would not scale (well) across our multiple sites............... 8.3%

N/A. My organization is currently
not interested iN NAC ... s 36.1%

Q15 If you consider your NAC implementation
unsuccessful, what were the main reasons?

Q16 What is/would be your preferred deployment
model for a NAC solution?

On-premises deploymMeENt ... 28.1%
Cloud deployment (all functionality in the cloud).......... 41.5%

Hybrid model (some functionality in
the cloud, SOMe ON-PremMises) ...ccvvvvveeeeeeieeeseeeeees 27.3%

RADIUS in the cloud, some/all
other functionality ON-pPremises........cennniccenns 3.1%

Q17 Would anything hold you back from adopting a
cloud-based solution?

Concerns about cloud-hosting security ......cceeveeeececennn. 31%
Uptime/availability CONCEINS......c.cviciececeeeeeeeeeeeee e 24%

Our IT Security solutions are

required to reside ON-Premises ... cceveeeveereee e 26%
Too complex to IMPIEMENt ... 19.2%  Data security/privacy CONCEINS v 18%
Lack of qualified networking/security personnel......... 36.8%  Other: <free text fIRld>. ... escoesecesscessscesseeesses e 1%
Too much effort/too costly to maintain ......cceeceeeeeevvcenee. 29.0%
Does not scale across our different sites........ccccoovvcenee 15.0%
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Results by Vertical

g Ll
e w = =
g 3 5 a 2
4 c =1 7] n [
a K ] < [ ")
%) ] 5] 17} © (%) )
S| § | 2| &8 | 58| | &
5 3 z 2 S | 8¢ | &g 52 3
b= ] 5 59 7} = o
s ] T ] ko] T v — 8w =
© 0 c o] < ) [} 0 =2 o
3] o T c T =0 c Iy =
3 5] 2 c o > - o x 9 S
w & ) o £ e a T 7 2@
£ £ ] 5 =G 2 s
i £ L 5 e 3 =
o = ] = a ]
> o = o -
3 o 2 | £ &
I I}
s o
Q1 Do you feel your organization’s network is at risk from cyberattacks and/or breaches?
Yes, very concerned 259%  50.0% 29.3% 40.6% 39.0% @ 41.2% @ 28.6% 44.4% @ 49.4%
Yes, there is at least some risk 481% | 379% | 48.8% | 43.8% | 40.3% @ 29.4% | 571% | 28.9% 331%
No, our network is secured against attacks and breaches 14.8% @ 10.6% @ 14.6% @ 125% | 16.9% @ 19.6% @ 14.3% 24.4% | 12.7%
No, our network is not a target for attacks or breaches 1.1% 1.5% 7.3% 31% 3.9% 9.8% 0.0% 2.2% 4.8%

Q2 Do you feel this risk largely originates on the outside or on the inside of your organization?

Mostly outside 60.0% 552% 59.4% 63.0% 656% 52.8% 66.7% 485% 482%
Mostly inside 10.0% @ 15.5% | 15.6% 7.4% 9.8% | 25.0% @ 6.7% 21.2% 21.9%
About equal - inside and outside 30.0% @ 29.3% 25.0% | 29.6% 24.6% 222% 26.7% 30.3% 29.9%

Q3 Do you use Internet of Things in your organization?

Yes, and our device population has been increasing 29.6% @ 57.6% 31.7% | 65.6% 63.6% 49.0% 48.6% @ 60.0% 657%
Yes, but |oT use is limited/very limited 44.4% | 30.3% @ 29.3% 9.4% 19.5% 21.6% | 34.3% 31.1% 27.7%
No, but we are considering introducing |oT in the next 12 months 1% 6.1% 9.8% 18.8% @ 15.6% 15.7% 11.4% 2.2% 3.0%
No, we don’t use |oT and are not considering an introduction 14.8% 6.1% 29.3% 6.3% 1.3% 13.7% 5.7% 6.7% 3.6%

Q4 If you use loT, do you take measures to secure them?

Yes, we use the pre-set passwords they come with 40.0% | 58.6% 44.0% 41.7% @ 422% 583% | 37.9% | 43.9% @ 51.6%
Yes, we take incremental/specific measures to secure them 55.0% @ 41.4% | 56.0% @ 458% @ 56.3% @ 389% | 51.7% 51.2% 47.7%
No 5.0% 0.0% 0.0% @ 125% 1.6% 28% | 10.3%  4.9% 0.6%
Yes, there have been attempts to hack our loT 30.0% 63.8% | 52.0% 45.8% @ 453% @ 389% 241% | 43.9% @ 45.8%
Yes, our 10T have been targeted and have been successfully hacked 35.0% @ 241% | 28.0% @ 20.8% @17.2% 222% @ 31.0% @ 24.4% 271%
Not aware of any, but can’t say for sure they have not been hacked 15.0% 5.2% 8.0% 8.3% 10.9% 8.3% | 20.7% 4.9% 8.4%
No, our |oT have never been the target of hack attempts 20.0% 6.9% 12.0% @ 25.0% @ 26.6% @ 30.6% @ 241% @ 26.8% 18.7%

Q6 Are you totally confident that you have visibility into all the devices on your network?

Yes 51.9% @ 78.5% @ 65.9% @ 59.4% | 68.8% @ 76.5% 74.3% 75.6% | 76.5%
No 48.1% 21.5% 341% | 40.6% | 31.2% 235% | 257% | 24.4% @ 23.5%
Yes, different approach for each of the three groups 14 32 16 12 26 21 16 20 97
No, same approach for all three groups 9 n 4 8 16 1 5 14 17
;(Z:r\;vaect:\sfof;i:sp;parr?gc/::rf;;ggporate devices, and a different 4 29 10 10 27 3 16 12 59
We use 802.1X authentication for corporate devices 1 13 6 4 23 6 12 n 24
We use pre-shared keys (PSK) for guest devices 2 5 10 3 22 2 6 24
We use pre-shared keys (PSK) for BYOD 1 8 6 4 14 12 3 6 12
Yes 741% | 92.3% | 85.4% @ 90.6% 96.1% @ 90.2%  94.3% 86.7% | 91.0%
No 259% | 77% 14.6% | 9.4% 3.9% 9.8% 57% | 13.3% 9.0%
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Education
Finance Services
Government and Non-Profit
Healthcare and Life Sciences
Other (Other/Media/Transport
and Logistics)
Professional Services
Retail and Restaurants and
Hospitality
Technology

Manufacturing and Construction

Q9 Do you currently use 802.1X authentication?

Yes, for wired and wireless devices 481% @ 76.9% @ 43.9% @ 43.8% 545% 62.7% | 51.4% 60.0% @ 60.2%
Yes, only for wired devices 14.8% 13.8% 22.0% | 25.0% @ 19.5% 19.6% | 14.3% @ 20.0% | 22.3%
Yes, only for wireless devices 1.1% 6.2% 12.2% | 12.5% 6.5% 7.8% 17.1% 6.7% 13.9%
No 25.9% 31% 22.0% | 18.8% | 19.5% 9.8% 171% 13.3% 3.6%

Q10 What are/were your biggest pain points when implementing 802.1X authentication?

Deploying Certificates 39.3% | 33.0% @ 23.5% @ 23.8% 340% @ 29.7% @ 33.3% | 31.8% 31.3%

Deploying Device Profiles 21.4% | 29.4% | 29.4% @ 31.0% | 291% | 26.6% @ 27.5% @ 34.8% | 32.5%
Troubleshooting Client Connectivity 179% @ 24.8% | 19.6% @ 33.3% 272% 21.9% @ 27.5% @ 21.2% 28.3%
Not Sure 14.3% 2.8% 13.7% | 4.8% 0.0% 9.4% 7.8% 1.5% 4.9%
N/A -- our 802.1X deployment was straightforward 71% 9.2% 9.8% 71% 9.7% 9.4% 3.9% 9.1% 3.0%
Other 0.0% 0.9% 3.9% 0.0% 0.0% 31% 0.0% 1.5% 0.0%
Firewall 778% @ 723% 80.5% @ 875% @ 88.3%  64.7% 74.3% | 73.3% @ 72.3%
?;g&i;ﬁﬂ;‘a Management/Enterprise Mobility Management 222% | 631% | 561% | 46.9% @ 481% | 412% @ 457%  60.0% | 54.8%
Other endpoint security/management solution 37.0% 492% 36.6% | 40.6% 33.8% @ 235% @ 28.6% 35.6% 33.1%
Intrusion Detection/Prevention (IDS/IPS) 222% | 53.8% @ 415% | 46.9% @ 51.9% @ 392% @ 34.3% 46.7% @ 482%
Identity and Access Management (IAM) 40.7% @ 477% = 41.5% @ 59.4% @ 571% | 39.2% @ 343% @ 37.8% @ 51.8%
Unified Threat Management (UTM) 185% | 33.8% | 24.4%  40.6% | 377% | 17.6% | 28.6% 267% | 27.7%
Security Information and Event Management (SIEM) 25.9% @ 35.4% 31.7% @ 25.0% 50.6% 27.5% @ 457% @ 28.9% 31.3%
Other 0.0% 31% 7.3% 0.0% 0.0% 3.9% 2.9% 4.4% 1.2%
Q12 Have you implemented a Network Access Control (NAC) solution, or are you considering implementing one?
No, and not considering NAC 1.1% 31% 122% | 125% @ 2.6% 11.8% 2.9% 6.7% 2.4%
Yes, successfully implemented NAC or currently implementing 44.4% | 64.6% @ 39.0% | 34.4% @ 532% | 451% K 60.0% | 53.3% @ 60.8%
No, but currently considering NAC 18.5% 31% 17.1% 28.1% 13.0% 21.6% @ 22.9% 8.9% 1M.4%

25.9% | 29.2% | 31.7% | 25.0% @ 312% | 216% | 14.3% 31.1% 25.3%

Q13 What were/are your top 3 drivers for adopting a NAC solution?

Security for growing device population, including loT and BYOD 37.0% 64.6% 36.6% | 50.0% 49.4% @ 353% 62.9% 62.2% 57.2%
Efficient and secure onboarding of corporate, guest and BYOD devices 33.3%  60.0% @ 46.3% | 281% 37.7% 27.5% @ 40.0% 51.1% 48.2%
Want to automate certain security tasks 1.1% 35.4% @ 26.8% 40.6% 481% 31.4% 371% @ 28.9% @ 38.0%
Comprehensive authentication, including 802.1X 29.6% @ 354% @ 19.5% 31.3% | 33.8% @ 29.4% | 34.3% 40.0% | 29.5%

Yes, but with partial success

Control access to the network (block, quarantine, redirect, remediate) 33.3% 32.3% 34.1% 281% | 40.3% 33.3% @ 31.4% 26.7% @ 29.5%

Use NAC to orchestrate oth ity tools (e.g. firewalls, MDM/EMM,
s¢ © orchestrate other security tools (e.g. firewalls / 37% | 15.4% | 9.8% | 281% | 286% | 216%  143% 67% | 211%

IDS/IPS)
Guest management 25.9% | 4.6% 122% | 12.5% @ 10.4% 9.8% | 14.3% 4.4% 8.4%
Other (please specify) 0.0% 0.0% 0.0% 0.0% 0.0% 2.0% 0.0% 0.0% 0.0%

WWW.EXTREMENETWORKS.COM



Education
Finance Services
Government and Non-Profit
Healthcare and Life Sciences
Manufacturing and Construction
Other (Other/Media/Transport
and Logistics)
Professional Services
Retail and Restaurants and
Hospitality
Technology

Q14 If you have not implemented a NAC solution, what concerns are holding you back?

Would not provide enough additional functionality beyond our other

() O, 0, 0, 0O, ) ) 0, 0,
security solutions (e.g. firewalls, IAM, MDM/EMM, SIEM, UTM). SR || R O ik ek 05979 Oz QS| ABHORS || 228

Deployment complexity 0.0% 0.0% 0.0% | 143% | 0.0% | 16.7% @ 0.0% 0.0% 0.0%
Too costly to deploy and/or maintain 0.0% 0.0% 0.0% 14.3% 0.0% 16.7% 0.0% 0.0% 0.0%
Lack of qualified networking or security personnel 0.0% 0.0% 0.0% 28.6% 0.0% 0.0% 0.0% 0.0% 0.0%
Need for outside consulting services 0.0% 0.0% 0.0% 14.3% 0.0% 0.0% 0.0% 0.0% 0.0%
Would not scale (well) across our multiple sites 0.0% 0.0% 16.7% 14.3% 0.0% 0.0% 0.0% @ 20.0% 0.0%
N/A. My organization is currently not interested in NAC 66.7% 0.0% | 50.0% 0.0% @ 50.0% 33.3% 0.0% | 40.0% 75.0%
Other 0.0% | 1000% & 33.3% | 0.0% | 50.0% | 33.3% | 1000%  20.0% @ 0.0%

Q15 If you consider your NAC implementation unsuccessful, what were the main reasons?

Too complex to implement 222% @ 10.7% @ 20.0% | 18.2% 281% @ 20.0% 14.3% @ 10.5% 21.1%
Lack of qualified networking/security personnel 33.3% @ 42.9% | 33.3% @ 27.3% | 31.3% @ 46.7% @ 14.3% | 36.8% | 40.4%
Too much effort/too costly to maintain 0.0% 39.3% 40.0% 36.4% 25.0% 26.7% 28.6% 31.6% 26.3%
Does not scale across our different sites 44.4% 71% 6.7% 18.2% | 15.6% 6.7% | 429%  211% 12.3%

Q16 What is/would be your preferred deployment model for a NAC solution?

On-premises deployment 375% | 222% @ 33.3% @ 14.3% 21.3% @ 28.9% | 29.4% 357% @ 30.9%
Cloud deployment (all functionality in the cloud) 29.2% @ 50.8% @ 33.3% | 46.4% @ 41.3% 378% | 382% @ 31.0% 451%
Hybrid model (some functionality in the cloud, some on-premises) 33.3% | 25.4% @ 33.3% 25.0% 37.3% | 24.4% 32.4% @ 28.6% @ 21.0%
RADIUS in the cloud, some/all other functionality on-premises 0.0% 1.6% 0.0% 14.3% 0.0% 8.9% 0.0% 4.8% 31%

Concerns about cloud-hosting security 481% | 49.2% @ 39.0% 43.8% 37.7% | 392% @ 51.4% | 55.6% @ 48.2%
Uptime/availability concerns 222% | 46.2% @ 24.4% | 34.4% | 39.0% | 39.2%  40.0%  311% 37.3%
Our IT Security solutions are required to reside on-premises 18.5% @ 46.2% 31.7% 31.3% | 39.0% 27.5% @ 31.4% 35.6% @ 49.4%
Data security/privacy concerns 333% | 13.8% | 39.0% | 31.3% = 37.7% | 216% @ 31.4% | 222% | 25.9%
Other: <free text field> 0.0% 0.0% 2.4% 0.0% 0.0% 2.0% 2.9% 4.4% 0.0%
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Results by Region

Benelux
France
Germany
Sweden
United Kingdom
USA
Australia

Q1 Do you feel your organization’s network is at risk from cyberattacks and/or breaches?
41.8% @ 39.2% @ 458% @ 38.3% 402% @ 41.5% @ 49.2%

32.8% @ 354% @ 33.7%  40.0%  46.3% @ 34.0%  476%
15.7% | 16.7% 9.8% 18.9% | 3.2%

Yes, very concerned
Yes, there is at least some risk
No, our network is secured against attacks and breaches 14.9% @ 22.8%

No, our network is not a target for attacks or breaches 10.4% 2.5% 4.8% 5.0% 3.7% 5.7% 0.0%

Q2 Do you feel this risk largely originates on the outside or on the inside of your organization?
48.0% 729% 348% 681% 535% 50.0% 672%

Mostly outside
30.0% @ 13.6% @ 31.8% | 14.9% 7.0% 15.0% | 6.6%

22.0% 13.6% @ 333% 17.0% 39.4% 35.0% @ 26.2%

Mostly inside

About equal - inside and outside
Q3 Do you use Internet of Things in your organization?

51.9% @ 542% @ 36.7% 683% 651% @ 68.3%

Yes, and our device population has been increasing 46.3%
34.3% | 22.8% | 337% @ 383% @ 24.4% | 19.8% | 19.0%

7.2% 5.0% 6.1% 10.4% = 11.1%

Yes, but loT use is limited/very limited

No, but we are considering introducing IoT in the next 12 months 4.5% 15.2%

No, we don’t use loT and are not considering an introduction 14.9% 10.1% 4.8% | 20.0% 1.2% 4.7% 1.6%

Q4 If you use loT, do you take measures to secure them?
55.9% @ 50.7% @ 422% 32.9% 478% 60.0%

48.9% | 64.5% | 511% | 40.0%

Yes, we use the pre-set passwords they come with 55.6%

Yes, we take incremental/specific measures to secure them 44.4% | 42.4% @ 43.8%

No 0.0% 1.7% 5.5% 8.9% 2.6% 11% 0.0%

Q5 If you use 10T, are you aware of attempts to hack them?

Yes, there have been attempts to hack our loT 55.6% | 441% @ 49.3% @ 35.6% 39.5% | 35.6% @ 65.5%
Yes, our 10T have been targeted and have been successfully hacked 25.9% | 23.7% @ 28.8% | 24.4% @ 25.0% | 28.9% | 14.5%
Not aware of any, but can’t say for sure they have not been hacked 3.7% 11.9% 5.5% 15.6% @ 14.5% 7.8% 5.5%
No, our IoT have never been the target of hack attempts 14.8% | 20.3% @ 16.4% @ 24.4% 211% 27.8% | 14.5%

Q6 Are you totally confident that you have visibility into all the devices on your network?
761%  74.4% @ 72.3% @ 51.7% @ 75.6% 74.5% @ 77.8%

Yes
No 23.9% | 25.6% 277% | 48.3% | 24.4% | 255% | 22.2%
Q7 Do you onboard and secure guest, BYOD and corporate devices differently, and how? (Select all that apply)

Yes, different approach for each of the three groups 26 21 49 30 43 55} 30

No, same approach for all three groups 12 14 18 13 n 15 12

Zt:sB,\\;voe;se one approach for corporate devices, and a different approach for guest and/ 15 21 26 16 22 43 22

We use 802.1X authentication for corporate devices n n 17 5 13 21 22
n 22 n 5 9 10 15

We use pre-shared keys (PSK) for guest devices
We use pre-shared keys (PSK) for BYOD 17 17 5
Q8 Do you secure your wired devices and/or Ethernet ports?

932% 885% 892% 86.7% @ 97.6% | 89.6% 921%

Yes
No 6.8% 11.5% 10.8% | 13.3% 24% | 10.4% @ 7.9%

Q9 Do you currently use 802.1X authentication?
52.4% | 52.6% | 59.0% @ 30.0% 683% @ 60.4% 66.7%

11.9% 19.2% 241% | 25.0% | 20.7% @ 17.9% | 15.9%

Yes, for wired and wireless devices

Yes, only for wired devices

Yes, only for wireless devices 71% 10.3% 10.8% 21.7% 6.1% 9.4% 9.5%

28.6% | 17.9% 6.0% | 23.3% | 4.9% 12.3% 7.9%

No

©
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Benelux

France

Germany

Sweden

Q10 What are/were your biggest pain points when implementing 802.1X authentication?

Deploying Certificates

Deploying Device Profiles

Troubleshooting Client Connectivity

Not Sure

N/A -- our 802.1X deployment was straightforward
Other

Firewall

Mobile Device Management/Enterprise Mobility Management
(MDM/EMM)

Other endpoint security/management solution
Intrusion Detection/Prevention (IDS/IPS)

Identity and Access Management (IAM)

Unified Threat Management (UTM)

Security Information and Event Management (SIEM)

Other

No, and not considering NAC
Yes, successfully implemented NAC or currently implementing
No, but currently considering NAC

Yes, but with partial success

Security for growing device population, including loT and BYOD

Efficient and secure onboarding of corporate, guest and BYOD devices

Want to automate certain security tasks

Comprehensive authentication, including 802.1X

Control access to the network (block, quarantine, redirect, remediate)

Use NAC to orchestrate other security tools (e.g. firewalls, MDM/EMM, IDS/IPS)
Guest management

Other (please specify)

Would not provide enough additional functionality beyond our other security solutions

30.1%

28.0%

23.7%
8.6%
6.5%
3.2%

56.0%

34.5%

29.8%
34.5%
26.2%
17.9%
19.0%
6.0%

11.9%
59.7%
3.0%
25.4%

43.3%
43.3%
23.9%
26.9%
23.9%
11.9%
11.9%
0.0%

33.0%
29.0%
20.0%
6.0%
12.0%
0.0%

76.9%

42.3%

26.9%
46.2%
43.6%
26.9%
30.8%

0.0%

6.4%

551%
17.9%
20.5%

48.7%
41.0%
30.8%
29.5%
30.8%
17.9%
3.8%
0.0%

341%

30.1%

26.8%
4.9%
41%
0.0%

771%

54.2%

39.8%
44.6%
47.0%
27.7%
28.9%
2.4%

4.8%
45.8%
15.7%
33.7%

48.2%
38.6%
38.6%
39.8%
28.9%
21.7%
14.5%
0.0%

25.8%
28.8%
19.7%
16.7%
6.1%
3.0%

73.3%

55.0%

38.3%
26.7%
38.3%
16.7%
25.0%
8.3%

13.3%
41.7%
20.0%
25.0%

35.0%
33.3%
28.3%
21.7%
28.3%
10.0%
18.3%
0.0%

Q14 If you have not implemented a NAC solution, what concerns are holding you back?

United Kingdom

32.8%
29.6%
25.6%
1.6%
10.4%
0.0%

89.0%

61.0%

32.9%
43.9%
59.8%
341%
39.0%
0.0%

2.4%
59.8%
13.4%
24.4%

70.7%
42.7%
34.1%
35.4%
40.2%
18.3%
7.3%
0.0%

USA

31.2%

29.4%

32.4%
1.8%
4.7%
0.6%

Q11 Which of these security solutions do you currently have deployed?

69.8%

58.5%

29.2%
53.8%
55.7%
311%
47.2%
0.0%

Q12 Have you implemented a Network Access Control (NAC) solution, or are you considering implementing one?

2.8%
52.8%
17.0%
27.4%

Q13 What were/are your top 3 drivers for adopting a NAC solution?

61.3%
52.8%
38.7%
25.5%
321%
24.5%
9.4%
0.9%

Australia

29.4%

37.3%

25.5%
3.9%
3.9%
0.0%

74.6%

39.7%

46.0%
55.6%
49.2%
41.3%
38.1%
0.0%

0.0%
63.5%
7.9%
28.6%

52.4%
50.8%
54.0%
41.3%
39.7%
20.6%
4.8%
0.0%

WWW.EXTREMENETWORKS.COM

(e.q. firewalls, IAM, MDM/EMM, SIEM, UTM). 9.1% 0.0% | 25.0% 20.0% 0.0% 0.0% @ 0.0%
Deployment complexity 0.0% 0.0% 0.0% | 10.0% @ 50.0% & 0.0% 0.0%
Too costly to deploy and/or maintain 0.0% 0.0% 0.0% 10.0% @ 50.0% 0.0% 0.0%
Lack of qualified networking or security personnel 0.0% 16.7% 0.0% 10.0% 0.0% 0.0% 0.0%
Need for outside consulting services 0.0% 16.7% 0.0% 0.0% 0.0% 0.0% 0.0%
Would not scale (well) across our multiple sites 91% 16.7% 25.0% 0.0% 0.0% 0.0% 0.0%
N/A. My organization is currently not interested in NAC 36.4% 50.0% 25.0% 20.0% 0.0% @ 1000% 0.0%
Other 45.5% 00% 25.0% | 30.0% @ 0.0% 0.0% 00%
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Benelux
France
Germany
Sweden
United Kingdom
USA
Australia

Q15 If you consider your NAC implementation unsuccessful, what were the main reasons?
23.8% | 27.3% @ 282% 11.1% 15.4% @ 14.3% @ 12.0%

Too complex to implement
476% @ 27.3% | 282% @ 389% @ 462% @ 381% | 36.0%

19.0% @ 22.7% @ 359%  33.3% | 19.2% @ 28.6%  40.0%

Lack of qualified networking/security personnel

Too much effort/too costly to maintain
9.5% 22.7% 7.7% 16.7% | 19.2% | 19.0% | 12.0%

Does not scale across our different sites
Q16 What is/would be your preferred deployment model for a NAC solution?

On-premises deployment 271% 31.5% 26.6% @ 25.0% 22.5% 31.1% 31.7%
Cloud deployment (all functionality in the cloud) 45.8% « 38.4% | 44.3% @ 40.4% 45.0% @ 38.8% | 381%
Hybrid model (some functionality in the cloud, some on-premises) 23.7% @ 30.1% 27.8% @ 25.0% 31.3% @ 23.3% @ 30.2%
RADIUS in the cloud, some/all other functionality on-premises 3.4% 0.0% 1.3% 9.6% 1.3% 6.8% 0.0%
Concerns about cloud-hosting security 46.3% 44.9% @ 37.3% 31.7% | 62.2% @ 453% 50.8%
31.3% | 44.9% @ 361% | 283% | 341% | 321% @ 50.8%

28.4% | 29.5% @ 482% @ 26.7% 39.0% 50.0% @ 44.4%

Uptime/availability concerns

Our IT Security solutions are required to reside on-premises

Data security/privacy concerns 14.9% @ 26.9% | 26.5% @ 26.7% @ 31.7% 321% | 30.2%

Other: <free text field> 1.5% 0.0% 1.2% 0.0% 1.2% 1.9% 0.0%
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